
 

 

 
 
 

 
 
 

DoD PKI  
Server Certificate 

Enabling For 
 

 
 

 
Microsoft Internet Information Server 4.0 
Step 2: Obtaining/Installing PKI Server Certificate 

 
 
 

 



PK-Enabling Microsoft IIS 4.0                                             2 

 

 

 
DoD PKI  

Server Certificate 
Enabling For 

 
 
 

 
Microsoft Internet Information Server 4.0 
Step 2: Obtaining/Installing PKI Server Certificate 

 
 
This Document is a follow up to “Server Certificate Enabling for Microsoft Internet 
Information Server 4.0 Step 1: Generating a Key Pair and Requesting a 
Certificate.”  It details how to obtain and install a PKI server certificate as well as 
how to make the web server secure (https). 
 

Obtaining/Installing a PKI Server Certificate 
 
1. Obtaining and Installing Certificate/Trusted Chains   Page 3 

2. Adding Root CA to Browser       Page 14 

3. Setting up SSL/Client Authentication     Page 19 
 

 

Note: If you have not completed the Step 1 of the Server Certificate 
Enabling Process and you do not have a copy of “Server Certificate 
Enabling for Microsoft Internet Information Server: Step 1: Generating a 
Key Pair and Requesting a Certificate” please contact Inga George, 
georgei@spawar.navy.mil. 
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1. Obtaining/Installing the Certificate. 
 

a) Open Netscape or Internet Explorer browser window (user preferred) 
 

 
b) Go to site https://ca-3.c3pki.chamb.disa.mil and the following page will 

appear. (See NOTE) 
c) Select Manual under Server Enrollment (located on the left side pane). 

 

a

b

NOTE:  If the “New Site 
Certificate” screen pops up, then 
click “next” 4 times and “finish” 
to accept the site’s certificate.  
Then you should see this 
screen. 

c 
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d) Server Certificate Enrollment page will appear 
 

e) Click on Retrieval   
 
 

e
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f) List Certificates page will appear 
g) Enter the CSN from the email you received into both boes. 
h) Check the box “Do not show certificates that have been revoked”. 
i) Click Find 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

g

h 

i
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j) Search Results page will appear 
k) Click Details 
 

 
 
 

l) A Certificate Contents Page will appear  
 

k 
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m) Scroll down until “Installing this certificate in a server”. 
 

n) Highlight and copy the Base-64 encoding starting with and including ------
Begin Certificate----- and ending with the -----End Certificate-----. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

n 
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o) Open Notepad. 
 

 
   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

o 
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p) Paste the text copied from above to the notepad window. 
q) Click File|Save As. 
 

 
 

 

q 
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r) Select Desktop in the “Save in:” drop down box. 
 

s) For filename, use the name SERVCERT.txt. (pkitempcert.txt was only an 
example) 

 
t) Click Save.  Close all opened windows. 

 
u) Open MS Internet Service Manager. 

 
 

m
r 

s 
t 

u
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v) Select Internet Information Server|<server name>. 
w) Click the Key Manager icon (the hand holding a key). 

 
x) Select the key created in section 1 of these instructions. 

 
y) Right click and select Install Key Certificate. 

 

v 

w

x 

y 
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z) In the Open dialog box, select the certificate, pkitemcert.txt, which was 
created in step s.  

aa) Click Open. 

 

 
bb) Enter the password created in step 1 section 1.  ‘Generating a Key 

File’. 
cc) Click OK. 
dd) Click OK on the next screen, “Server Bindings”. 

z 

aa 

bb 
cc

dd
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Should be taken back to the “Key Manager” screen.  It should resemble the 
window below. 

 
ee) Close the “Key Manager” window. 

 
ff) Click Yes on ‘Commit all changes now?’ 

 
gg) Close all other windows.  Click OK/Yes on any subsequent pop up 

windows asking to save/commit changes. 
 

ee

ff
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2. Adding Root CA Certificate to Browser 
a) Log onto the web server using the administrator account. 
b) Open Internet Explorer. 

 
c) Type in https://ca-3.c3pki.chamb.disa.mil.   A security window will pop up.   
d) Click on “View Certificate.” 

 

b

d
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e) Select “Certificate Path” tab. 
f) Click on “DoD Class 3 Root CA.” 

 
g) Click on “View Certificate.” 

 
 

e

f

g 
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h) Select “Install Certificate.” 

 
i) Click on Next. 

 
 
 

h

i
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j) Click on Next. 
 

 
 

k) Select Finish to complete the process of installing the Root Certificate for 
CA 3. 

 

 
 
 
 
 
 

j 

k 
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l) Add the Root Certificate to the Root Store by selecting Yes. 
 

 
 
 

m) Click on OK to complete the process. 
 

 
 
 

n) Reboot the server before enabling SSL. 

m

l
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3. Setting up SSL. 
a)        Select the <server name>. 

 
b) Right click the <server name>.   
c) Select Properties. 

a 

b 

c
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d) Click Edit. 

 
e) Type Default Web Site. 
f) Click Apply. 
g) Click on the ‘Directory Security’ tab. 

d

e

f

g 
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h) Click Edit (located in the Secure Communications Section).        

 
i) Click the ‘Require Secure Channel when accessing this resource’ box. 
j) If client authentication is desired, then click on ‘Accept Certificates’ to 

allow for clients with valid identification certificates to enter the web site.  
This will not prevent anyone without a certificate to access the web 
site.  Click ‘Require Client Certificates’ to prevent anyone without a valid 
certificate to access the web site. 

k) Click OK. 
 

h 

i 

k

j
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l) Click Apply. 
m) Click OK. 

 
n) Click OK. 

 
 
 

lm

n
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o) Right click on “Default Web Site”. 
p) Select Properties.  Make sure SSL Port shows 443. 

 

 
 

 
q) Click OK. 

 

o

p 

q
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The web server should now be SSL-enabled (and have client authentication 
turned on if you chose to).  Users will now have to type https vice http to access 
this default web site and possess a client certificate if ‘Require Client Certificates’ 
was marked in Section 3 step j on page 21.  
 
 
 
 
 


